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Problem Settings: Zero-shot Adversarial Robustness

CLIP enables zero-shot image recognition; However, it is vulnerable to 
adversarial attacks
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https://github.com/openai/CLIP

CLIP: Zero-shot image classification Robust Fine-tuning for CLIP

Robust Fine-tuning on ImageNet

Evaluated on diverse zero-shot (unseen) datasets

TeCoA [ICLR2023]: Adversarial Fine-tuning of CLIP 

https://github.com/openai/CLIP


Issue: Existing Defenses Do Not Use “Language” 3

Baselines use only class labels, or does not use language (unsupervised) 
to create adversarial examples
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Method: Use Rich Texts for Semantic Guidance 4

Quality Text-guided Adversarial Fine-Tuning (QT-AFT) 
Use detailed captions (~50 words) as textual supervision during AT

Adv.
Orig.

Panda

Caption

Deviates from diverse semantic
=> Improves zero-shot robustness

Banboo
Tree

Green
Eating

Idea Training Details

1. Prepare: Generate captions for all images
2. Adversarial Training: 

1. Use captions for supervision loss
2. Combine with unsupervised loss



Results 5

QT-AFT achieved SOTA clean/robust accuracy



Conclusion 7

• Pointed out that existing defenses for robust vision overlook the 
importance of language

• Proposed QT-AFT 
• High-quality language-guided adversarial fine-tuning
• SOTA in both clean and robust zero-shot performance

• Opens a novel direction: leveraging multimodality to enhance 
vision robustness

    —an innovative perspective beyond unimodal paradigms


